
Appendix A – Corporate Risk Themes

1. Maintaining an effective internal control environment (able to mitigate against material 
failure)
This risk focuses on the potential for failure of the Council’s core internal control (and governance) framework but leading to 
a significant loss ie financial and otherwise eg H&S failing. 

In effect the Council should be in a position to mitigate such a risk through rigorous review of design and application of the 
controls, hence ensuring that internal audit and other assurance activities are appropriately focussed. 

The Council is entering a new phase including changes in behaviour, management structure, working styles and culture which 
will (in the short term) require a flexible and adaptive internal control environment.

The ramifications of a significant control risk failure are substantial, not only with regard to the loss but often the rectification 
costs post event, including financial and reputational.

2. Ensuring ongoing resilience and quality in third parties ie partners, major providers, 
suppliers etc
This risk relates to the potential for the failure of a major supplier of Council services or partner with whom the Council co-
delivers/enables provision of services or operations. In the event of such a failure, either in resilience or quality, then the 
Council would be significantly compromised and would have to undertake major remedial work.

The Council has strengthened its contract management process, particularly focussing on post-award. However, this is still 
in the process of embedding and demonstrating that it is fully effective, including provision of contract management training 
to all relevant staff. 

3. Achieving future financial resilience
This risk relates to the Council being unable to properly execute and achieve its Medium Term Financial Plan (MTFP). 

The Council has recently developed a transformation plan which will deliver savings and efficiencies over the medium term.  
The successful transformation of the Council will not only impact on the Council outlook and culture ie a council that makes 
good evidenced based decisions and gets things done but will also have a significant impact on the Council finances. 

The current budget incorporates approximately £3m of savings and new income streams being identified and realised to 
ensure that spending on budgets initiatives can be undertaken without use of reserves. 

This risk is also closely linked to Risk 4 in that the delivery of the Council transformation plan is reliant on ensuring that the 
Council has available suitable skills and experiences to support initiatives. 

4. Building a suitable level of capacity, skills and culture within the Council workforce to 
achieve the change expected, whilst also still delivering business as usual
This risk relates to the Council being unable to successfully achieve the level of change expected and required by the Council 
leaders and stakeholders. In creating the change will come a new culture and outlook that is described as “agile” and 
“outcome focussed” ie we do what we say we will.  

Key to the above will be ensuring that: 
• The Council keeps under close watch recruitment, talent development and retention, as well as use of external specialists
• Partnership and collaborative working is optimised across the district
• An appropriate operating environment and culture is created that will enable the necessary changes to occur – this may 

require a review of the scheme of delegation and a re-assessment of risk appetite at all levels in the Council, including 
members

• Member/officer mind sets are aligned regards the change initiatives enabling the appropriate cultural change
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5. Ensuring robust security measures to protect the Council’s data and assets from cyber 
threats
This risk relates to the Council’s ability to defend itself against the constantly evolving threat from cyber based attack. The 
Council, in common with other public bodies, should be regarded as a high-profile target given the impact and publicity a 
successful attack can have.

The Council, through the measures in place, repels almost on a daily basis “attack vectors” launched by adversaries from 
across the globe. The risk to the Council of not maintaining these effective controls and it’s continuing to invest in these 
countermeasures is very high.

The consequences of a successful attack can have a number of consequences, not just operational but also reputational. The 
impact is not just an internal one, but it also has consequences for our customers if we cannot provide our essential services.


